PRI

POLICY FOR E-SAFETY, FILTERING AND MONITORING OF INTERNET USE

Aims

At East Oxford Primary School, we believe that computers and the internet are essential tools to
prepare children for life in the twenty-first century and to enhance learning across all subject areas.
The use of the internet is a statutory part of the National Curriculum. This policy sets out a
framework with which we can ensure that the use of computers by staff and children is appropriate,
safe and compliant with statutory guidance and best practice. It has been reviewed in line with
government guidance “Meeting digital and technology standards in schools and colleges” (January
2024). This policy also links with several other school policies, practices and action plans including:

* Code of conduct/staff behaviour policy

¢ Child protection policy

e Curriculum policies, such as: Computing, Personal Social and Health Education (PSHE), Citizenship
and Relationships and Sex Education (RSE)

¢ Acceptable use policy

e GDPR

e Media use/consent policy

Risks
The risks from online activity by children relate to:

content: being exposed to illegal, inappropriate, or harmful content, for example:
pornography, fake news, racism, misogyny, self-harm, suicide, anti-Semitism, radicalisation,
and extremism.

contact: being subjected to harmful online interaction with other users; for example: peer to
peer pressure, commercial advertising and adults posing as children or young adults with the
intention to groom or exploit them for sexual, criminal, financial or other purposes.

conduct: online behaviour that increases the likelihood of, or causes, harm; for example,
making, sending and receiving explicit images (e.g. consensual and nonconsensual sharing of
nudes and semi-nudes and/or pornography, sharing other explicit images and online
bullying, and

commerce: risks such as online gambling, inappropriate advertising, phishing and or financial
scams.



This policy aims to remove these risks as far as is reasonably practical, through managing children’s
access to online resources while in school and through educating children to keep themselves safe
online.

Managing E-Safety

The ICT co-ordinator is responsible for the design and implementation of an appropriate curriculum
which supports children in becoming independent in learning about how to manage the risks they
might encounter online.

The Headteacher, as Designated Safeguarding Lead, is responsible for ensuring the implementation
of safe practice including filtering, safe working practice, monitoring and recording any concerns or
breaches of the policy.

A named e-safety governor is responsible for overseeing the monitoring of this policy.

Internet Access within School

At East Oxford Primary School, internet access is designed expressly for pupil use and includes
filtering appropriate to the age of pupils via LGFL (London Grid for Learning). E-safety is specifically
taught in KS2 each academic year, both through the ICT and PSHE&C schemes of work. When using
the internet, there should be clear objectives and guidance on which sites are/are not appropriate to
use. Particular care should be taken over the use of image searches (since filtering software checks
text, not images, for specific terms). Pupils will learn about the ethical dimensions of internet usage,
including the publication and presentation of information to a wider audience, and plagiarism. The
curriculum will include the importance of staying safe online. Internet access should only be under
the direct supervision of a member of staff, and for an agreed purpose. If inappropriate material is
inadvertently accessed, this must be reported to the Headteacher, who in turn will ensure that this is
reported to LGFL.

No pupil, member of staff or other user is permitted to access material that is illegal or potentially
offensive using school systems. Children may only bring electronic devices to school with the
permission of their parents and are required to hand them in to the office. They are not to be used
during the school day.

All staff will be provided with a copy of the school’s e-Safety Policy during induction and its
importance explained. Staff must be informed that network and Internet traffic can be monitored
and traced to the individual user. Staff who manage filtering systems or monitor ICT use will be
supervised by senior management and work to clear procedures for reporting issues.

E-mail

Pupils may only use approved e-mail accounts on the school system. Pupils must immediately tell a
teacher if they receive offensive e-mail. Any user of the school e-mail system must not use the
system to communicate offensive, suggestive or defamatory material. In e-mail communication,
pupils must not reveal their personal details or those of others, or arrange to meet anyone without
specific permission. Incoming e-mail should be treated as suspicious and attachments not opened
unless the author is known. E-mail messages sent and received from school systems should not be
considered private. Pupils and staff should expect that emails could be inspected at any time.

Published content and the school website

Staff or pupil personal contact information will not generally be published. The contact details given
online should be the school office. The Headteacher and School Business Manager will take overall
editorial responsibility and ensure that content is accurate and appropriate before it is published
online. Images of pupils are used in accordance with the school ‘Photographic Images’ policy.



Social networking and personal publishing

Pupils will not use any social networking site in school. In units of work on e-safety, they will learn
not to give out personal details of any kind which may identify them, their friends or their location.
Pupils and parents will be advised that the use of social network spaces outside school brings a
range of dangers for primary aged pupils. The school will advise parents not to allow children under
the age of 13 to use social networking sites, other than those specifically designed for children which
have appropriate safeguarding measures. Staff should not access social networking sites using
school equipment and should follow the guidance in the

E-safety, cyber-bullying and online grooming

Cyber bullying includes (but is not limited to) communicating via electronic means with the objective
of causing hurt, fear, embarrassment, humiliation, alarm and/or distress to one or more persons. It
includes the use of mobile phones and the internet with the objective of upsetting someone. It may
take the form of general insults or impersonation, defamation or prejudice-based bullying. Unlike
other forms of bullying a once-off posting can constitute bullying. This policy applies to activities and
events that take place during school time (including break times), going to and from school, school
tours/trips and extra-curricular activities.

We deliver a course of six lessons on e-safety and cyber-bullying each Autumn term throughout KS2.
At KS1, the school scheme of work and assessment grids make reference to responsible internet use.
From time to time, an additional facilitator may be invited to speak to our children and/or parents.

Where incidents of cyber-bullying occur within school, the school will deal with these in line with the
school’s bullying policy. Where the school is made aware of cyber-bullying between students at
home, the school will liaise with parents and/or the police as appropriate to seek a satisfactory
resolution for both victim and perpetrator.

Managing videoconferencing & webcam use

Videoconferencing should use the educational broadband network to ensure quality of service and
security. Videoconferencing and webcam use will be appropriately supervised for the pupils’ age.

Where new technologies are introduced to the school, they should be assessed for their educational
benefit and to ensure that any potential risks are minimised.

Complaints of Internet misuse

Any complaints will be dealt with by a senior member of staff. Any complaint about staff misuse
must be referred to the Headteacher. Complaints of a child protection nature must be dealt with in
accordance with school child protection procedures. Teachers must report any concerns or breaches
of this policy directly to the DSL.

Wireless Access

Access by wireless devices must be proactively managed and secured with a minimum of WPA2
encryption.

Review

A review of e-safety provision will be conducted annually. The review should be conducted by
members of the senior leadership team, the designated safeguarding lead (DSL), and the IT service
provider and involve the responsible governor. The results of the online safety review should be
recorded for reference and made available to those entitled to inspect that information. A review of
filtering and monitoring should be carried out to identify your current provision, any gaps, and the
specific needs of your pupils and staff.



The review will include:

o the risk profile of pupils, including their age range, pupils with special educational needs and
disability (SEND), pupils with English as an additional language (EAL)

e what your filtering system currently blocks or allows and why

e any outside safeguarding influences, such as county lines; any relevant safeguarding reports

e the digital resilience of your pupils; teaching requirements, for example, your RHSE and
PSHE curriculum

e the specific use of your chosen technologies, including Bring Your Own Device (BYOD)

e what related safeguarding or technology policies you have in place

e what checks are currently taking place and how resulting actions are handled

Checking Filtering & Monitoring Systems

LGFL provides appropriate filtering via the school’s internet connection. This meets government
requirements, as stated here.

https://d1xsibmgo67kia.cloudfront.net/uploads/2020/01/LGfL-Appropriate-Filtering-Provider-
Response-August-2023-LGfL.pdf

This will be the responsibility of the ICT technician. When checking filtering and monitoring systems
you should make sure that the system setup has not changed or been deactivated. The checks
should include a range of school owned devices and services, including those used off site,
geographical areas across the site; user groups, for example, teachers, pupils and guests. You should
keep a log of your checks so they can be reviewed. You should record:

e when the checks took place
e who did the check

e what they tested or checked
e resulting actions

This is completed half-termly by the school’s ICT technician.

Staff are responsible for reporting to the to the Headteacher, for example where they believe that
the policy has been breached, or where they believe that pupils are being placed in danger by their
use of the internet, either deliberately or inadvertently. They will monitor and evaluate the
effectiveness of this policy.



