Social Media & Acceptable Use of
ICT Policy

This document details the acceptable use policy and the obligations of members of staff to
protect data and the use of ICT equipment at East Oxford Primary School.

This ICT and acceptable use policy sits in the context of other policies including:

Contract of employment
Safeguarding

Code of Conduct
Acceptable Use Agreement

Introduction

I understand that working in an educational context brings with it high expectations of
behaviour and integrity, and responsibilities with regard to safeguarding. These expectations
include:

Interacting with pupils in an appropriate way.

Interacting with colleagues, parents, and other school or work contacts in an appropriate
way.

Being trustworthy with confidential and sensitive information.

Respecting school property and looking after the fabric and equipment of East Oxford
Primary School,

Maintaining the reputation of East Oxford Primary School (even when not at work).
Maintaining professional standards of conduct.

These things are equally true when ICT systems are involved.

Staff may use school/East Oxford Primary School equipment/network for:

School/work purposes.

I understand:

This agreement applies to the use of East Oxford Primary School ICT systems regardless
of location.

There is a presumption that emails, voice messages and data are stored on East Oxford
Primary School equipment for school purposes. This information will be filtered and
monitored and may be accessed to meet business needs.

The terms of the The Data Protection Act 2018 mean that in the event of a subject access
request made to the school any data or correspondence (text, email, whatsapp, meeting
minutes, documents) may be required to be disclosed regardless of the device/system
that it is held on. This would include correspondence held on personal devices if it
related to a data subject (e.g. a pupil, member of staff, parent, governor) mentioned in a
context relating to the School. I will not make reference to any individual (pupil, parent,



staff or other) when using electronic systems which are not under the direct
management of the school.

I will not:

Do anything that may compromise the safety of children or staff.

Disclose my username or password to anyone else.

Try to use any other person’s username and password for any purpose.

Create, transmit, display, publish or forward material that might bring East Oxford
Primary School, or Oxfordshire County Council, into disrepute.

Access, alter, copy, or remove any other user’s files without their explicit permission.
Engage in any on-line activity that may compromise my professional responsibilities.
Attempt to install programmes on a machine, or store programs on equipment unless
approved by the SLT of East Oxford Primary School

Try to circumvent security settings or content filters.

Deliberately breach anyone’s copyright.

Bring to the attention of a member of the Senior Leadership Team any ICT activity or
material that may be inappropriate or harmful.

Report any damage or faults involving equipment or software, however this may have
happened, as soon as reasonably possible.

Only use chat and social networking sites in accordance with this policy within the
context of my professional role.

In order to protect both pupils and staff, I will only communicate with pupils directly
using East Oxford Primary School email, and other school communication systems, but
not personal phones, email, or social media, except in an emergency.

As far as is possible, use East Oxford Primary School provided systems to communicate
with parents on school and pupil matters.

I am aware that where I hold more than one role within our community (e.g.
professional/parent/friend/relative) I must maintain a clear separation between
personal and professional contact and, where possible, I will encourage people to use the
appropriate channels to raise concerns.

Social Media usage

For the purposes of this policy, social media includes any channels (Facebook, WhatsApp,
Instagram) where a conversation, media or comment is published to more than one person,
and/or the public at large.

Do not discuss the school or individuals in the school community using social media.

Do not make social media connections with any parents who they know principally
through school; or current or past pupils under the age of 18.

Consider the appropriateness of personal social media posts in the wider context of
professional behaviour, especially if these are available publicly.

Consider how to use site privacy settings to protect personal information from falling into
the hands of parents or children.



Information, Application, and Device Security

I understand that I may have access to personal and confidential information about colleagues,
families or pupils in our care. I will comply with the East Oxford Primary School guidance on
data protection and will keep information within the East Oxford Primary School network. I will
not send confidential or personal information via personal email accounts (Hotmail, Gmail etc.)
or store it on:

e Un-encrypted USB sticks

e Unsecured personal devices (phones, laptops) or
e Cloud storage’

e Email links and attachments

Any images or videos of pupils will only be used as stated in the relevant school policies.
I will:

e Report all concerns — no matter how trivial — to a member of the SLT. I will proactively
seek support where there are conflicts of interest between professional and personal
capacities.

e Use email with appropriate caution for example taking care not to open attachments
which are not expected/from a trusted source, not clicking on links external to EOPS

e Maintain appropriate security on all devices and applications that I use.
e Update my passwords regularly and use “Strong” passwords where possible.

Bringing Your Own Device

When I use personal devices in work, I understand that the same expectations of behaviour
apply as if I were using school equipment.

I specifically understand that use of personal devices and platforms (e.g.Whatsapp) may put the
inspection and retrieval of any information relating to a subject access request made under the
Data Protection Act 2018 within the scope of a response required by law of the School. If I have
used applications on a personal device for a work purpose, then I understand that I may need to
undertake a search of my device and provide a copy to the school to enable them to lawfully
comply with the terms of the subject access request.

I understand that if I fail to comply with this Acceptable Use Agreement, I may have my ICT
access suspended and/or be subject to disciplinary action. A copy of this agreement is available
upon request and is available within East Oxford Primary School. I understand a copy of this
signed document will be placed on my personal file.

Appendix A — Social Media guidance for staff

I have read and understand the above:
Staff Name

Signed Date






