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General Data Protection Regulation
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Amended to adapt new data protection regulation

Person Responsible for Policy: Headteacher




This policy sets out the East Oxford Primary School’s commitment to the lawful and fair handling of personal data in
accordance with the General Data Protection Regulation 2018.

For detailed guidance on Data Protection and procedures, please refer to the Oxfordshire Data Protection Manual.
Background

The General Data Protection Act regulates the holding and processing of personal data - that is information relating
to living individuals, which is held either on the computer or in some cases in manual form. The Act also gives rights
to individuals whose personal information is held by organisations.

East Oxford Primary School needs to collect and use personal information in order to carry out its functions
effectively. Information can be held concerning its current, past and prospective employees, children and their
families, volunteers, and others who use the site for lettings etc.

The Council and in some circumstances its individual employees could face prosecution for failure to handle personal
data in accordance with the Act.

Policy Statement

Any personal data which the Council collects, records or uses in any way whether it is held on paper, computer or
other media will be subject to appropriate safeguards to ensure that the Council complies with the Act.

We fully endorse and adhere to the eight Data Protection Principles which are set out in the Act and summarised
below:

Personal data shall be:

1. fairly and lawfully processed

2. processed for specified and lawful purposes and not in any other way which would be incompatible with those
purposes

3. adequate, relevant and not excessive

. accurate and kept up to date

. not kept for longer than is necessary

. processed in line with the data subject’s rights

. kept secure
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. not transferred to a country which does not have adequate data protection laws.

Responsiblities

Oxfordshire County Council will:
1. Renew its entry of the Register of Notifications held by the Information Commissioner’s Office;
2. maintain a register of particulars about the types of personal data the Council holds, purposes for which it is held

and used and types of organisations to which personal data may be disclosed;
3. Appoint Data Protection Officers with specific responsibility for data protection in the Council;

East Oxford Primary School will:

4. Ensure that any forms used to collect data will contain a ‘fair processing notice’ to inform the data subject of the
reasons for collecting the personal information and the intended uses;

5. Ensure that any personal information that has been collected will be used only for the purposes for which it was
collected;

6. Only disclose personal data to third parties when it is fair and lawful to do so in accordance with the Regulation
and with any Information Sharing Protocols;



7. Ensure that sensitive personal data will only be processed with the explicit consent of the data subject or if an
exemption applies under the Act. Sensitive data is personal data about an individual’s racial or ethnic origin, political
opinions, religious beliefs, trade union membership, physical or mental health, sex life, details of the commission or
alleged commission of any offence and any court proceedings relating to the commission of an offence;

8. Review the time that personal information is retained or stored to ensure that it is erased at the appropriate time;
9. Ensure that staff are aware of this policy and the guidelines contained within it.

10. Audit compliance with this policy and the Act and any incidents involving breaches of this policy or the Act are
analysed, investigated, recorded and reported to the ICO within 72 hours.

All staff have a duty to make sure that they comply with the above Data Protection Principles. In particular, staff
must ensure that:

e Any personal data that they hold, whether in electronic or paper format, is kept securely

e Records are accurate and up to date

e Personal information is not disclosed either orally or in writing, accidentally or otherwise to any

unauthorised third party.

Staff could be criminally liable if they knowingly or recklessly disclose personal data outside County Council policies
and procedures. Anyone in doubt as to their responsibilities under the Data Protection Regulation should seek advice
from their manager. Managers are responsible for ensuring that staff are aware of their responsibilities under the
Data Protection Act.

Data subjects (individuals to whom the personal information relates) are able to exercise their rights under the Act,
including the right:

e to beinformed that their personal information is being processed

e of access to their personal information

e to correct, rectify, block or erase information that is regarded as wrong

Sharing of data

We routinely share information we hold with Oxfordshire County Council, other public sector organisations (e.g.
secondary schools and children’s centres) and the DfE. We may share a limited amount of data — particularly
academic results, with other agencies who work with children in school (e.g. charities).

Some of our data is held on our behalf by third parties, for example in our Management Information System (MIS)
and pupil tracking software. When entering into an agreement with a third-party supplier, we will ensure that they
have in place sufficient safeguards to prevent unauthorised access to data.

The main organisations which hold data on our behalf, and their commitments to Data Protection are:

o Pupil Asset, Norwich, NR2 1NY (tracking software & MIS)
http://www.pupilasset.com/faqs/terms-and-conditions.html

e Cool Milk, Lincoln, LN6 3TA (Under 5’s milk suppliers) https://www.coolmilk.com

e Tempest Photography, St lves, TR26 3HU https://www.htempest.co.uk/policies

e J2E - A software that children use to do their work on http://www.j2e.com

e Wonde - A transfer mechanism between different sites https://www.wonde.com/wp-
content/uploads/Privacy-Notice-Wonde.pdf

e CPOMS - Child Protection Software https://www.cpoms.co.uk/privacy/

e LGFL (broadband provider) - https://viewonline.lgfl.net/hubfs/LGfL%20Privacy%20Notice.pdf

e Renaissance Learning (software) https://www.renlearn.co.uk/privacy-hub/

e Webskape (Emile software) https://emile-education.com/legal/privacy/

When your child transfers to another education provider, we will provide them with information which we hold.
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Photographic Images

Photographic images may be considered personal data under the terms of the General Data Protection Regulation
All images which belong to the school should be treated as personal data under the terms of this policy. A separate
policy is in place for the use of photographic images.

Retention of Personal Data

We comply with the guidelines issued by the Information Commissioner. Most data is retained while a child remains
in school, and is then transferred to their next provider. Data which we will retain beyond the period a child is in
school may include:

e Formal complaints made by parents or grievances raised by staff
e Statements/EHCP plans

e Paperwork relating to fixed-term and permanent exclusions.

e  Pupil registers

e Child Protection paperwork

e Documents relating to employees

These will be retained securely in the cupboard below the stairs, and kept in accordance with the national guidance
on retention of records (held in the office)

Further Information

The Information Commissioner’s Office (ICO) is the independent authority set up to monitor compliance with the Act.
It also issues guidance and good practice notes. The ICO’s website address is www.ico.gov.uk

The ICO can consider complaints about an organisation’s failure to comply with the Act following the initial reply from
that organisation. Where appropriate, Oxfordshire County Council will consider complaints using the Corporate
Complaints Procedure, however it may refer the complainant directly to the ICO.

Specific Guidelines

e Do not open post marked as “private and confidential”, “personal” or “addressee” only.

e Be aware when sending emails that the subject of any personal data may have a right to request access to it.
When sending information about individuals by email, use their initials rather than their full name. Emails
containing sensitive information, and particularly those relating to Child Protection, should be sent using
Egress Switch.

e Do not send personal information by fax.

e Keep your system password safe, and do not leave personal data (e.g. pupils’ reports, Pupil Asset login) on
screen when away from the computer. Computers should have a password protected screensaver.

e Ensure that any papers which contain information about children are shredded.

e Ensure that any work/exercise books being disposed of have the pupils’ name removed.

e When working remotely staff should: password-protect any work which relates to the County Council (and
keep their password secret) so that no other person can access their work; position themselves so that other
people cannot overlook their PC screen; take responsible precautions to safeguard the security of the laptop;
report the loss or theft of computer equipment such as laptops to the ICT department immediately.


http://www.ico.gov.uk/

e Only the Headteacher, Deputy Headteacher and Assistant Headteacher and one nominated member of
office staff may access staff personal files (stored in a locked filing cabinet in the office)

e  Only those who are designated persons for Child Protection may access Child Protection records (stored in a
locked filing cabinet in the nurture room).

e Ensure that confidential data taken home is stored securely (for example, not leaving it in a car overnight),
devices locked and memory sticks encrypted

e Do not retain hard copies of individual pupil data which is held on ICT-based systems for any longer than is
necessary.

e Only permanently dispose of original data copies (pupil records, etc) in line with data retention guidelines
(available in the office).

e Not disclose information to third parties unless authorised to do so.

e Take particular care not to share information with parent helpers, volunteers, etc. unless it is on a need-to-
know basis.

e Ensure that data which is held in paper-based systems is kept in a locked room or cupboard when
unattended.

e Do not send personal or confidential data to personal email addresses. Wherever appropriate, refer to
children by their initials.

If there is an emergency, it may be justifiable to release information. Where for example an employee is seriously ill
it may be felt necessary to provide a relative’s home phone number to enable them to be contacted.

“Workers” under the General Data Protection Act have a right to gain access to information that is held on computer
and/or in structured and accessible manual files about them. This is known as “subject access”. Requests for subject

access to personal data held should be made in writing to the Headteacher. We will provide information in response
to any reasonable subject access request within the target of 30 days.

Accessing, disclosing or otherwise using employee records without authority is a disciplinary offence under the
County Council’s Disciplinary Procedure.



